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ABSTRACT

This policy brief provides an overview of
European digital defence technologies
and policy instruments that enable their
development and procurement. It analyses
cyber warfare, electronic warfare, unmanned
systems, and space and communications,
as well as cross-cutting enablers, such as
artificial intelligence and big-data analytics,
quantum cybersecurity and computing.

The policy brief provides a description of four

potential areas for improvement in European
defence industrial policy: strengthening the
technology base; reforming the public procurement
process; enabling joint purchasing; and protecting the digital
defence capabilities.
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research.
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LIST OF ACRONYMS

Al: Artificial intelligence

APT: Advance persistent threat

AWACS: Airborne warning and control system

AWS: Amazon Web Services

C2: Command-and-control

communications and

C4: Command, control,

computers
CER: Critical Entities Resilience

CISA: Cybersecurity and Infrastructure Security
Agency

DEF: Defence Equity Facility

DIU: Defence Innovation Unit (US DoW)

EASA: European Union Aviation Safety Agency
EDF: European Defence Fund

EDIP: European Defence Industry Program

EDIRPA: European defence industry reinforcement
through Common Procurement Act

EIB: European Investment Bank

EIF: European Investment Fund

EMS: Electromagnetic spectrum

ENISA: European Union Agency for Cybersecurity
ESG: Environmental, social and governance

EW: Electronic warfare

FPV: First-person view

GIS: Geographic information system

GLONASS: Russian global
system

navigation satellite

GNSS: Global navigation satellite system
HIMARS: High-mobility artillery rocket System

HPC: High-performance computing

ISR: Intelligence, surveillance, reconnaissance
ITU: International Telecommunications Union
JDAM: Joint Direct Attack Munition

MALE: Medium-altitude long-endurance

NIS/NIS2: EU Network and Information Security
Directive

NSPA: NATO Support and Procurement Agency
OWA: One-way attack

PGM: Precision-guided munition

PNT: Positioning, navigation and timing

SAFE: Security Action for Europe

SATCOM: Satellite communications

SESI: Strategic European Security Initiative

STEP: Strategic Technologies for Europe Platform
UAV: Unmanned aerial vehicle

UGV: Unmanned ground vehicle

UMPK: Universal Gliding and Correction Module
(Russian glide kit)

USV: Unmanned surface vehicle
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INTRODUCTION

The Russian invasion of Ukraine has greatly
deteriorated the European security. The scale and
quality of European assistance to Ukraine has
negatively affected European military stockpiles and
underscored the grave need for enhanced defence
production. However, rising defence expenditures
face political and economic trade-offs, as they
typically slow down economic growth, reduce
civilian consumption and increase public debt.
This makes it vital to ensure that European financial
resources are invested strategically, and that better
coordinated EU-led spending is directed toward
high-impact digital defence capabilities, which
deliver greater returns in deterrence, autonomy and
resilience.

This policy brief covers four areas where there is
most potential for digital technologies to support
transformation capability changes: (1) cyber
warfare; (2) electronic warfare (EW); (3) unmanned
systems; and (4) space and communications. It also
examines cross-cutting enablers that strengthen
these capabilities: artificial intelligence (Al) and
big-data analytics; quantum cybersecurity; and
computing, including cloud, quantum computing
and processors.

In Ukraine, unmanned systems, space
communications, and electronic and cyber warfare
have proven effective. Their employment not only
enhanced operational capabilities but also offset
manpower shortages and reduced dependence
on traditional, high-cost assets. However, to avoid
the risk of over-relying on one case, this policy
brief analyses the application of emerging defence
technologies in the most likely potential geopolitical
scenarios in the European Union (EU).

The policy brief looks at the Russian Federation
as the key threat to European security. The study
assumes that the most likely operational theatre for
countering the threat coming from Moscow lies in
Eastern Europe, especially in the Baltic States and
Poland. In the short term, Europe needs to quickly
deny the Russian asymmetric advantage in drone

capabilities and long-range strikes. Russia spends
more than 30% of its annual federal budget on the
military, including the annual production of 500
X-101 missiles (up to 4,000 km) and 700 9M723
Iskander missiles (up to 500 km), with the potential
for increased production,? as well as the monthly
production of 250,000 barrel ammunitions.® In the
long term, Europe needs to be ready for the rebuilding
of Russian ground forces, the spearhead of Russian
military power.* According to some estimates,
Russia can produce annually up to 250-300 T-90M
tanks, the most advanced combat vehicles in
service with the Russian Armed Forces. Moreover,
Russia plans to hire more than 1.5 million UAV pilots
by 2031-2035.°

Therefore, the development and deployment of
European high-impact capabilities should be
based on contingency planning of the potential use
scenario. While this policy brief cannot cover the full
spectrum of military development, investments in
digitally enabled technologies should signal to the
Russian leadership that any unwarranted military
actions would be futile in achieving their political
goals.

At the same time, the policy brief acknowledges the
declining reliability of the USA as the key European
ally due to the rapid changes in US foreign and
security policies under President Donald Trump. This
significantly complicates European defence sector
development, which has historically been reliant
on the American military-industrial production.
Therefore, the analysis assesses how far these
emerging technologies depend on US military and
industrial support.

Todorthis, this policy brief assessesthetechnologies’
impact, scalability and alignment with EU strategic
autonomy objectives. Italso outlines policy pathways
to develop these technologies within existing
regulatory frameworks, ensuring compliance with
European and international standards and their
responsible, effective use. The policy brief relies
on the analysis of existing regulations, policies
and studies on European defence, as well as on
14 semi-structured interviews conducted with
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representatives of the industry, public sector and
independent experts (see Annex for more details).

Our analysis shows that Europe can get the
biggest payoffs in digitally enabled technologies
from two areas: unmanned systems in the short
term and space/communications in the long
term. Drones already drive-up adversary’s costs
but are fragile under strong EW and attrition, and
Europe still depends on cheap external supplies,
especially from China. Space assets keep targeting
and communications going, enabling European
militaries, but European autonomy is limited and
resilience is only moderate due to cyber risks.
Moreover, scaling space capabilities is costly.
Cyber capabilities act mostly as a vital defensive
layer, adding little direct deterrence, but protecting
European capabilities across domains. EW could
only moderately raise the adversary’s operational
costs and is Europe’'s weakest pillar; it has low
resilience and low scalability.

The policy brief is structured as follows. Firstly,
we outline today’s key gaps in Europe’s defence
technology and the main European funding tools
for modernisation. Next, we assess each selected
capability and the cross-cutting enablers that can act
as force multipliers. We then offer a set of actionable
areas for improving the development, production
and fielding of European defence capabilities.
The policy brief ends with a brief conclusion and
topics for future research. The Annex contains the
methodology and analytical approach used for this
research.

THE CHANGING CHARACTER OF
WARFARE AND EUROPEAN DEFENCE
INVESTMENTS

The EU and its member states still struggle to close
gaps in defence capabilities, including in the most
transformational digitally enabled technologies. In
the short term, Europe should harden its deterrence
against Russia in Eastern Europe by fixing near-
term technology shortfalls using any available
friendly sources. In the long term, Europe should
be prepared for Russian military modernisation and
the realisation of the repeated Trump-era calls for

European autonomy without US backing. The USA’s
pivot to the Indo-Pacific and shifting production
toward American needs warrant against relying on
its military-industrial production.

Effective European foreign and security policy
requires a broad, flexible toolkit, rather than a
fixation on symbolic spending targets or specific
weapon systems. For example, the nominal 5%
defence spending target is prone to abuse by
misallocating  practically  non-security-related
assets under defence investment programmes.
Smarter European spending should be forward-
looking, rooted in contingency planning, integrated
in European industrial and research & development
(R&D) efforts, and collaborative in its essence.® The
European response to contemporary security needs
should be based on a whole-of-society approach to
fuse civilian and military efforts in creating a safer,
more prosperous and cohesive Union.

Contemporary European capability gaps

Digital defence capabilities show that smarter
spending is achievable, as new technologies are
disrupting traditional markets by opening lower-cost,
higher-tempo production options. The EU can do more
in aligning national governments with producers, as
well as in reinforcing cross-border cooperation, while
coordinating European action to receive strategic
enablers, especially in space.

The White Paper for European Defence lists seven
areas of capability gaps, four of which involve
gaps in digital defence, namely, air defence,
drones, EW and space.’” In the short term, Europe
is lacking capabilities in air and missile defence
and drones. The expansion of Russia's missile
arsenal and drones underscore the need for the
rapid development of European near-term defence
solutions against saturated skies, especially the
mass employment of drones combined with missile
capabilities.® European militaries lack an arsenal
of disposable defensive and offensive drones to
engage in high-intensity combat. Some member
states possess capabilities in expensive medium-
altitude long-endurance (MALE) drones, but their
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effectiveness has been contested, as similar
systems were downed in the first few months of the
war in Ukraine.® Currently, tactical drones account for
60-70% of damaged and destroyed Russian systems
in the war with Ukraine.’® Drones that cost from as
little as $500-100,000 can jointly take out hardware,
such as aircrafts or tanks, worth millions of dollars.

Technological advancements are making Ukrainian
defence capabilities leaner, directing limited
financial resources towards innovative capabilities
and cross-cutting enablers. They opened a window
for non-traditional defence start-ups. Most of the
Ukrainian drones, their parts and software are
developed by soldiers, start-ups and other innovative
new entrants that challenge the dominance of
the large “traditional” defence companies.
Similarly, Russia is currently experimenting with a
unique integration of a drone start-up in an actual
combat role and military structures, disrupting its
conservative military architecture. Russia’s secretive
Rubicon Centre acts as a developer, training centre,
warfighting unit and analytical department in drone
warfare.’”> The technological advancements are
disrupting the defence industry, providing another
opportunity for smarter spending.

In the mid- to long-term, the EU’s gaps in its civilian
technological base also translate into defence
gaps, especially in Al, quantum, cyber and EW."
Additionally, Europe’s shortfalls in launch capacity
and space-based intelligence, surveillance and
reconnaissance (ISR) capabilities undermine
European autonomy and the protection of critical
infrastructure.’ Coordinated European efforts will
be needed for developing space enablers, which
were able to significantly augment Ukrainian military
effectiveness.’ Without centralised efforts, the EU
will struggle to deliver space-based enablers and
ensure redundancy in communication and space
technologies.

Overview of the EU instruments to finance
capabilities

European instruments for defence technology have
expanded in scope and funding, including stronger
support for dual-use innovation. Delivery still suffers

from fragmentation across programmes; long award
cycles; weak pathways from testing to production;
and the lack of coordinated, multi-year demand for
priority capabilities such as air defence and counter-
UAV (unmanned aerial vehicle). In 2023, EU member
states’ defence-innovation outlays were roughly one
tenth of US levels,’® and member states devoted
4.5% of defence budgets to R&D versus 16% in the
USA." The overview below focuses on European
programmes facilitating the invent-industrialise-
procure-finance cycle in the defence sector.

In 2025, the European Commission amended
existing EU instruments to support the EU’s defence
efforts through dual-use research and technologies.
This change includes the Digital Europe Programme
(DIGITAL), which allocates €7.59 billion to accelerate
Europe’s digital transformation, including dual-use
technologies. Similarly,anamendmentto the Horizon
Europe programme allowed the support of dual-use
technologies from its €93.5 billion budget. Finally,
the €25.8 billion Connecting Europe Facility also
supports dual-use efforts, particularly to improve
military mobility.’® This a welcomed development
because most drones in Ukraine are produced with
civilian parts and software, including those procured
from China. Investments in the military application
of cyber and space capabilities cannot be separated
from their civilian use, just like cybersecurity efforts
and space technologies demonstrated in Ukraine.

The European Defence Fund (EDF) facilitates
collaborative defence R&D and prototyping. The EDF
was set up to allocate €7.3 billion to collaborative
defence research and collaborative capability
development projects until 2027."° For the period of
2024-2027, it received an additional €1.5 billion top
up under the new Strategic Technologies for Europe
Platform (STEP) to boosts investments in digital
technologies and deep-tech innovation. Its 2025
Work Programme aims to support the development
of critical defence technologies and capabilities
by funding collaborative defence R&D via annual
calls run by the Commission with strict control and
security-of-supply rules. Representatives from the
industry and expert community suggested that the
conversion of EDF efforts to fielded capability was
slow and paperwork-heavy.? It delivered value to
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cross-border R&D efforts but demonstrated weaker
effectiveness in the fielding of prototypes and
operational adoption. The interim evaluation of the
EDF and independent assessment also confirmed
these findings.”

In July 2025, the European Commission proposed
a European Competitiveness Fund (ECF) worth of
€409 billion for the 2028-2034 Multiannual Financial
Framework. This new instrument aims to bring
together and consolidate 14 individual funding
instruments to boost European competitiveness in
strategic sectors. Defence is named as one of the
main priorities of the ECF, as it will bring together
activities that are currently carried out by Horizon
Europe, the EDF, European Defence Industry Program
(EDIP) and others. In this way, ECF will operate as
one rulebook and offer a single gateway to funding
applicants, focusing on civil-defence synergies and
dual-use technologies. Importantly, under the current
proposal, the ECF Regulation will repeal the EDF and
integrate its activities under the ECF umbrella work.

Recent political agreement on EDIP closes
the gap between EDF R&D support and actual
procurements.?? It aims to raise defence-industrial
readiness by ramping up manufacturing capacity,
opening cross-border supply chains, and involving
SMEs and mid-caps. Itincentivises joint procurement
to cut fragmentation, strengthen standardisation
and improve interoperability.?® With a budget of €1.5
billion (2025-2027), it funds common purchases, de-
risks production investment and helps productise
EDF outputs to strengthen the EU defence industrial
base and ensure a steady supply. EDIP also
harmonises and simplifies cooperative armament
programmes, including possible VAT waivers
for jointly owned systems. Moreover, it seeks to
provide an EU-wide security-of-supply regime.?* The
European policymakers interviewed unanimously
claimed that with EDIP the EU now has all the
instruments for defence-industrial development.
However, these generally could be better funded.
Existing cross-border cooperation schemes target
non-critical capabilities, requiring stronger steering.
Moreover, certification barriers still block cross-
border use of identical platforms, inflating costs and
delaying delivery.?®

EDIP will support European defence industry
reinforcement through the Common Procurement
Act (EDIRPA) that was established in 2023.
With a budget of €310 million, the instrument
provided incentives to EU member states to jointly
procure defence products.?® EDIRPA financed the
procurement of Mistral very-short-range air defence
systems, IRIS-T SLM medium-range air defence
systems, the Patria Common Armoured Vehicle
System as well as ammunition.?” Despite its high
relevance, EDIRPA's budget was too small and
plagued by competing national priorities.?®

The European Investment Bank (EIB) also invests
in dual-use research through the €8 billion Strategic
European Security Initiative (SESI).?® Since 2024 the
EIB loosened defence-lending rules, scrapped the old
“>50% civilian revenue” test for dual use, and set up
a Security & Defence Office, which allows for more
flexible loans for plants, infrastructure and supply-
chain finance, while weapons and ammunition
remain excluded.®® In addition, the EIB’s European
Investment Fund (EIF) launched the Defence Equity
Facility (DEF) in 2024, managing €175 million, with
the aim of supporting venture capital and private
equity funds that invest in European companies
developing dual-use technologies.®' In 2025, the EIB
raised its financing ceiling, signalled a doubling-to-
tripling of defence lending, and approved targeted
operations for SMEs and critical capacity, useful to
crowd-in private capital but still contingent on long-
horizon national orders.?? The respondents approved
these changes, stating that both initiatives reflect
the EIB’s broader opening to security and defence,
with more flexible lending and a new internal setup.3?
However, one policymaker interviewed commented
that commercial banks were yet to follow the EIB's
example. They can deny loans to companies with
defence projects on environmental, social and
governance (ESG) grounds, sending a negative
signal to the market.®*

In May 2025, the EU also opened the way to urgent
and major procurement with the Security Action for
Europe (SAFE) instrument, which provides loans of
up to €150 billion to member states that request
them. SAFE is part of the larger ReArm Europe Plan,
which aims to mobilise €800 billion in total from
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member states, by introducing greater flexibility
within the EU's fiscal rules.®® The respondents
generally welcomed these but noted that it was too
early to comment on their impact on the European
defence sector.

European defence capabilities

The Russian invasion of Ukraine has served as
a testbed for defence innovations, triggering a
multidimensional arms race. Breakthroughs in EW,
drones, and space and communication systems
have been the most prominent. For Europe, the most
urgent need is to bridge the gap in its development
and fielding of drones and counter-drone capabilities
to increase its deterrence against potential attack by
both degrading the effectiveness of Russian drone
strikes and promising high retaliatory damage in the
short term. Strategically, Europe needs to invest in
EW and space technologies, as well as enablers such
as Al, advanced materials and computing, that could
act as force multipliers for European militaries.

Drones

Drone systems are described by various terms,
which highlight different components and purposes,
such as unmanned ground vehicles (UGVs), UAVs
and unmanned surface vehicles (USVs). These
terms refer to remotely controlled devices — from
micro- and nano-drones to aircraft, vessels and
transporters weighting several metric tones. 3¢

Drones can be armed or unarmed. Their most
natural use is for ISR purposes, whereby the drones
capture photos, videos and data that can help
track enemy forces.®” Ukraine initially relied on
off-the-shelf civilian drones like the DJI Mavic for
reconnaissance. This evolved into drones that were
used to help direct and conduct strikes, such as
modular first-person view (FPV) drones that could be
reconfigured for bomb-dropping or one-way attack
(OWA) roles or by programming drones to seek pre-
designated targets as loitering munition. Expensive
pieces of equipment were destroyed by $500-1,000
bomb-dropping or OWA FPVs, made by 3D printing
and rapid “garage” manufacturing.%®

10

The deterrence potential of UAV, UGV and USV
systems for Europe’s defence is decisive in
short term. All interviewees agreed that a strong
commercial drone industry, capable of generating
and replacing a massive number of drones, offers
a significant deterrent potential today. Drones do
not replace existing capabilities, but they add more
operational layers and significantly shift costs
through mass and expendability. Cheap long-range
UAVs make deep strikes affordable and compress
the sensor-to-shooter loop, boosting deterrence by
punishment.®

This is why new applications for drones are
constantly emerging, such as drones dropping mines
and fire-spraying drones.*® For example, operation
Spider Web was the most vivid demonstration of
drones’ strategic potential to increase deterrence
by punishment without using potentially escalatory
legacy long-range strikes that the adversary can
detect, counter and respond to. The small drones
damaged or destroyed around 20 Russian strategic
military aircraft in multiple locations.*' However, this
was likely a one-off operation, as Russia adapted
and relocated its strategic assets away from the
border.

Similarly, Moscow localised the production of Iranian
Shahed OWA drones, whichwererebranded as Geran.
From late 2022, it launched hundreds of such drones
in large quantities against cities, military command
centres and infrastructure, overloading Ukrainian air
defence systems, which made it easier for Russian
ballistic missiles to hit high-value targets. Later, the
Gerans were modified for reconnaissance roles by
installing cameras and communication devices on
board. Due to the Shahed OWAs and other UAVs,
the idea of a safe rear was effectively removed, with
both Russian and Ukrainian troops constantly under
surveillance, even while resting.

Drones can also act as force multipliers for existing
European military capabilities, increasing the
adversary’s costs and enhancing the denial value of
traditional strike barrel and missile artillery. Ukraine
integrated drone surveillance with battlefield
apps (geographic information system (GIS) Arta,
Delta, Kropyva, Vezha, Ochi) and data fusion tools,
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allowing rapid strikes on UAV-identified targets.*
ISR drones greatly increase the value of missiles,
supporting precision strikes at depth with cheaper
costs compared to ISR satellites and radiofrequency
surveillance.”®* This has led into a “Somme in the sky”
over Ukraine, where opposing drone systems make
the battlefield transparent and lead to stalemate.*
Under such circumstances, drones also assumed
logistical functions in UAV and UGV forms, from
delivering supplies to evacuating wounded using
remote-controlled all-terrain vehicles and heavy-lift
octocopters.

Moreover, Ukrainian UMVs effectively denied Russia
navalaccesstothe Ukrainian Black Sea coast, making
it redeploy its navy to the Russian internationally
recognised territory.** These small uninhabited
boats, usually filled with explosives, OWA drones,
cameras or missiles attacked Russian warships
and naval bases, rendering major “traditional”
ships helpless.* Once, such a drone took down a
Russian fighter jet that was trying to intercept it at
close distance.*” Russia was slow to catch up with
Ukraine, but then struck a Ukrainian reconnaissance
vessel in August 2025 with the same technology.*®
Therefore, the European navy should be prepared for
similar threats in the Baltic Sea region, illuminating
the value of the swift deployment of new drones and
counter-drone systems.

This is why the resilience of drone systems can
be evaluated as limited, which directly affects
their operational potential. Failure rates for UAVs
are generally high and get only higher, to 70-80%,*
under dense EW, layered air defence or bad weather,
meaning that only two or three out of ten launched
UAVs hit the target, which may not even be destroyed
by the strike. That is why both sides rely on a massive
number of these devices attacking the same target in
large quantities or one after another.

Both sides were able to develop effective counter-
drone capabilities. From EW means to short-range
air defence, Russian forces have refined these
capabilities throughout the three years of fighting
against Ukraine’s drone threats.®® By 2025, Ukraine
and Russia started deploying “drone interceptors”
to intercept attack drones that were too cheap and

11

numerous to counter with traditional air defence
missiles.’! This led to drone-on-drone clashes and
aerial ramming encounters.>? Further developments
in anti-drone capabilities, such as the development
of effective energy-directed weapons, might make
drone systems even more vulnerable.

Europe’s autonomy in drone systems is also evaluated
as limited. Most systems use Chinese components
(e.g., DJI drones, radiofrequency and microwave
filters) and American Starlink-type antennas (with
Chinese alternatives available).** China not only
produces the majority of drones, but also most of the
components needed to assemble them,>* capturing
approximately a 74% share.>> This dependency on
China is alarming due to the dual nature of drones
and Sino-Russian cooperation, which may lead to
sabotaged exports or outright export controls in the
near future.

The production of drone equipment in China has a
significant benefit — it substantially lowers the costs.
Moreover, all drones require modified software that
is currently largely being supplied by volunteers or
even soldiers themselves. Tirkiye's drone supplies
would not provide the answer either, as their drone
capabilities differ from those of China. Moreover,
the country’s 30-year-old war threat against Greece
violates the security interests of EU member
states.*® All in all, EU member states don't possess a
sufficient arsenal of armed and expendable drones,
except for a few large and costly MALE drones.

However, the scalability of drone systems is
evaluated as substantial. According to industry
reports, Europe is home to 40% of the world’s drone
companies.”” Munich-based companies Helsing
and Quantum Systems, which specialise in drones
and Al systems, have secured investments of €450
million and €100 million, respectively.%® The lack of
regulatory barriers in the development of dual-use
drones in the EU also points to a high potential in
scalability.®® However, the rapid innovation cycle
in drone measures and anti-measures means that
effective scalability will not take place through
stockpiling but by constantly producing modified
systems on the go, accounting for losses and the
destruction of production facilities.¢°
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However, the challenge lies in the costs and quantity
of production. For example, Ukraine currently
produces FPV drones that cost about €400 per unit;
fixed-wing interceptors are about €4,500, UGVs are
about €10,000 and USVs are up to €270,000.5" All of
these drones rely largely on Chinese parts. The cost
of mass production of such equipment in Europe will
be two or three times higher at the lowest estimates.
Although the EU is also funding the development
of drones, by allocating 4-8% of the EDF budget to
Emerging and Disruptive Technologies, as well as
with other funding sources, such as DEF, Horizon
Europe and Digital Europe, there is evidently a need
for more agile funding instruments.

Finally, drones can also be evaluated as having
moderate coherence, as their cross-border
deployment faces some challenges. The EU Defence
Commissioner lacks a clear mandate on drone
strategy, while coherence between member states on
drone development and deployment is also lacking.5?

The recent experience with adopting the “Drone Wall”
initiative exemplifies the challenges associated
with drone production and deployment. To win
backing from southern and western governments,
the European Commission reportedly expanded its
scope from eastern borders to a continent-wide
counter-UAV network. Moreover, smaller states
preferred Commission coordination, while larger
states had not endorsed the plan. Specifically,
French President Emmanuel Macron showcased
scepticism and argued that the threat of drones
was more complex than the idea of the Drone Wall
suggested.®® This was also the case for Germany's
Defence Minister Boris Pistorius, who characterised
the initiative as unrealistic.%* Additionally, the EU
struggled to choose suppliers, deployment location
and to link capabilities with NATQO’s air and missile
defence.®’

The EU built a comprehensive civilian drone regime
while leaving military use to member states. Since
2014, European Union Aviation Safety Agency
(EASA) has led common rules, but defence drone
operations remain a national competence outside
this EU framework. As one expert put it, European

12

peacetime audit and certification regimes slow
down drone production, but war would inevitably
streamline processes; this is why Europe should
introduce controlled shortcuts now, beforeitis forced
to do so in wartime.® For example, Lithuania created
a fasttrack for “projects of state importance”,
letting defence plants start construction without
ordinary building permits and compressing other
permits into a single accelerated track.®” Similarly,
Denmark passed a temporary regulation that lets
the government fast-track construction tied to
essential national defence and civil preparedness. It
enables ministers to assume permitting powers by
executive order; derogate from planning, building,
environmental and nature-protection rules; and limit
or compress complaint procedures where necessary
for a specific project.®® Similar measures across the
Union would help the industry overcome national
bureaucratic challenges and expedite the delivery of
investment projects.

The development and deployment of drone systems
also pose serious challenges in their coherence with
international humanitarian law. Drone strikes could
also result in civilian casualties when they miss their
intended target or misidentify combatants from non-
combatants. For example, in the Russo-Ukrainian
war, combatants advised civilians to always remain
in basements, especially at night, when drones with
thermal scopes could not realistically distinguish
heat patterns of civilians from enemy soldiers.
However, civilians also had to hide during the day
due to intensive shelling and fighting, ending up
being trapped underground. The development of fully
autonomous drones that enables strikes without
human intervention is also effectively prohibited
under current humanitarian norms, while there is a
strong impetus from the military to shorten the Kkill
cycle as much as possible. These and other issues
with drones pose serious international humanitarian
law concerns that must addressed.

Cyber domain
Defence capabilities must be as effective in the

cyber domain as in the conventional domains
of air, land and sea. Cyber warfare capabilities
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can be used both before and during hostilities to
obtain state secrets, including military intelligence
and defence technology advantages.®® Moreover,
cyber warfare can be deployed to attack and
disrupt critical infrastructure, including power
grids,”® communications, financial institutions and
government bodies. On the battlefield, cyber warfare
capabilities are not considered to elicit effects
independent of kinetic warfare but serve as enablers
of conventional capabilities. Offensive cyber
capabilities can be used to monitor an adversary’s
operations and track the movements of specific
units.”” Finally, they can also be used to disrupt
command-and-control (C2) communications’ and
to directly disable or disrupt adversarial weapons
systems.

The ability of cyber warfare capabilities to deter
adversaries is evaluated as being marginal.
The Russian-Ukrainian war has proven that the
offensive nature of cyber capabilities get eliminated
due to good cyber defences and the difficulty in
synchronising cyberattack with kinetic operations.
None of the Russia-linked advance persistent threat
(APT) groups have delivered strategic outcomes
since 2014. In some instances, offensive cyber
capabilities can disrupt an enemy’s capabilities on a
scalethat legacy systems are unlikely to achieve. The
strongest attack on Viasat's KA-SAT satellite network
happened on 24 February 2022, disabling thousands
of modems across Europe and disrupting one of
the Ukrainian military communications channels.”
Cyberattacks on Iran’s nuclear programme damaged
up to 1,000 high-speed centrifuges enriching
uranium.’#* However, such high-impact cases remain
rare. In Ukraine, most Russian attacks failed to
coordinate with kinetic military operations, and the
networks, including Viasat's KA-SAT, were quickly
restored.”® Similarly, Ukraine organised multiple
hacktivist groups to infiltrate and disturb Russian
digital infrastructure.”® Hacktivists stole sensitive
Russian datasets, encrypted companies’ data for
ransom and denied service to Russian websites.”’

As a result, cyber operations require co-
ordination with other lines of operations and
tools to be effective.”® As the Russian-Ukrainian
war demonstrates, the defensive uses of cyber
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capabilities are more prevalent to deny strategic
outcomes to an adversary.

The EU's autonomy in the field is evaluated as
limited, primarily due to the lack of European
commercial providers. According to the European
Cyber Security Organisation, 60-70% of the civilian
cybersecurity market in Europe is captured by non-
European companies. As the Russian-Ukrainian war
has shown, access to commercial cybersecurity
capabilities is essential in a conflict scenario.”
Europe’s dependency also extends to other parts
of the cybersecurity infrastructure. The rapid
shrinking of the US Cybersecurity and Infrastructure
Agency (CISA) under Trump’s presidency has had
direct effects on the EU’s capability, which partially
relied on CISA for reporting and patching cyber
vulnerabilities.®

Ukrainian cyber defence benefited greatly from
cross-border and public-private  partnerships,
including via cooperation with Amazon Web
Services (government data on AWS clouds®"),
Cloudflare (Project Galileo), ESET, and Google
(Project Shield for civil society), and were in large
part responsible for countering Russian threats.
Similarly, Russia also relied on such private sector
companies as Kaspersky, Security Code and Positive
Technologies.®? However, Kyiv had competitively
advantageous support from EU programs that put in
place coordination mechanisms, reform programs
and information-sharing networks before the war
escalated in 2022.%
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Scalability is evaluated as moderate when it comes
to cyber warfare capabilities. On one hand, Europe
is scaling the resources dedicated to strengthening
cybersecurity capacity. For example, the EU
increased Horizon Europe’s funding for cybersecurity,
from €60.4 million in 2024 to €90.5 million in 2025.
The Digital Europe programme also dedicates €55
million, with €30 million allocated for the protection
of Europe’s healthcare systems from cyberattacks.®*
For example, funding through the Digital Europe
programme will support the European Cybersecurity
Alert System, which can scale cyber intelligence
capabilities, and the Cybersecurity Emergency
Mechanism, which can scale preparedness and
incident response capabilities.

On the other hand, structural weaknesses in the
EU's commercial cybersecurity market, its limited
scale, fragmentation and talent constraints create
vulnerabilities and limit how quickly European-
autonomous, sovereign solutions can be developed
anddeployed at scale.?> Asrespondents representing
a cybersecurity firm and a public body commented,
Europe lacks the baseline cyber hygiene and cyber
defences of critical nodes, including physical
infrastructure, such as undersea cables.?® The
latest example of a cyberattack (likely non-state;
suspect arrested in West Sussex, UK) on the Collins
Aerospace’s automatic check-in system disrupted
European airports, underscoring how a vulnerability
at a single node can trigger knock-on effects across
European mobility.8”

The resilience of the EU’s cyber warfare capabilities
is substantial. The EU’s extensive legislative activity
in the field has led to common minimum standards
across connected devices and critical infrastructure.
The most relevant pieces of legislation include
the NIS 2 Directive and the Cyber Resilience Act.
The Cyber Solidarity Act has also established the
EU Cybersecurity Reserve, which intends to assist
member states and institutions with responding to
cybersecurity incidents.

This also contributes to a substantial level of
coherence between EU member states and facilitates
the cross-border development of cyber capabilities.
Coherence is also high between the EU and NATO,
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with the first Structured Dialogue on Cyber taking
place on October 2024 and building on the previous
EU-NATO High-Level Staff Talks on Cyber Security
and Defence.®

Electronic warfare

The electrification of the battlefield has led to a
pervasive presence of the electromagnetic spectrum
(EMS) within defence capabilities.®® The functions
of EW include electronic surveillance, in which the
EMS is surveyed to identify emissions, their location
and their content. In turn, electronic surveillance
allows forces to monitor and track adversaries.
Offensive EW capabilities can be used to attack
enemy systems and jam them or spoof them -
whereby the receiver believes the signal is coming
from a friendly system.®® The latter can be used for
navigational interference, causing ships, aircraft,
drones and targeted munition to lose their way.” EW
also has significant overlaps with cyber warfare, with
the potential for both methods to be combined in a
single attack or a technique from one used to inhibit
the other.?? The same capabilities can be used for
purely defensive purposes to protect friendly forces
and systems from adversarial jamming or from
other techniques.®

The ability of EW to increase deterrence is moderate.
The war became a cat-and-mouse game between
competing powerful Russian EW developments and
Ukrainian intelligence eavesdropping on Russian
communications.®*  Russian  forces jammed
positioning, navigation and timing (PNT) signals of
US-supplied precision-guided munitions (PGMs),
such as high-mobility artillery rocket systems
(HIMARSS), joint direct attack munitions (JDAMs)
and Excalibur shells, delivering major declines
in precision. Both sides also disrupted radio
communication networks. Ukraine’s indigenous EW
systems, such as Anklav, Bukovel-AD and Pokrova,
have also proved to be effective against Russian
drones and PGMs, especially Universal Gliding and
Correction Module (UMPK) equipped bombs.%
However, this effectiveness was often temporary,
as both sides tried to adapt their weapons to the
limitations imposed by the other side.®
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The resilience of EW capabilities is limited. Constant
technological modernisation of the EMS and
countermeasures require constant adaptation. In
Ukraine, the EW proliferated and was miniaturised,
becoming pervasive down to the squad/vehicle
level. It shifted from high-power, vehicle-mounted
systems to more survivable, directional systems,
including with the use of commercially available
parts and software. Moreover, coordinating EW use
is a significant problem, as multiple squad/vehicle
level devices can interfere with communications
and drones’ radio frequencies, leading to electronic
“friendly fire".”

Europe’s autonomy in EW capabilities is evaluated
as marginal. NATO forces rely heavily on the USA for
EW capabilities, according to a former commanding
general of US Army Europe.®® In the aerial and space
domains, NATO allies are heavily dependent on the
USA for electronic intelligence collection and the
resulting threat library. Another area of heavy NATO
dependency on the USA is supporting jamming
where the allies’ capabilities reside in US Navy
squadrons.®® This is why many frontline EW systems
became “garage innovations” in Ukraine, using
Chinese and other commercial equipment, due to
the slow adaptability of traditional, big, industrial EW
technologies.®

The scalability and coherence of European EW
capabilities is limited. The lack of a European
doctrine on EW capabilities is one reason behind
this. Perpetual EW development requires massive
investments (millions of euros) in R&D."*" This means
there is a lack of available funding allocated for the
EU to catch up in EW. While EW capabilities are
funded through scattered calls inthe EDF, itis unlikely
that they will allow Europe to significantly increase
its fielded capabilities. However, weaknesses in EW
technologies can have negative knock-on effects
on the command, control, communications and
computers (C4) and ISR systems, degrading or fully
disrupting their functions in the EW emission areas.
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Space

Space has become the fifth domain of modern
warfare. Space capabilities are now essential in
gathering operational ISR.%? Space services can
provide location-based data on enemy positions and
logistics, as well as early warning for the monitoring
of proliferation and ballistic missile activity.’®
Space is also essential for enabling navigation
via the Global Navigation Satellite System (GNSS)
used both for troops and to enable precision
firepower through guided munitions.’® Finally,
satellite communications (SATCOM) enable secure
exchange of information in multi-domain settings
and across theatres, regardless of distance.’® The
strategic role of space has prompted the pursuit of
counter-space capabilities.’ These include kinetic
means that target terrestrial space infrastructure,
such as ground stations and satellite factories, and
even direct anti-satellite weapons.’™ Anti-space
capabilities also include non-kinetic means, such as
EW or cyber warfare capabilities, such as Russia’s
cyberattack on Viasat, aimed at denying access to
space capabilities or disabling a targeted system.

For Europe, the deterrent potential of space
capabilities is evaluated as decisive. While space
capabilitiescan’tdirectlydegradeordisruptadversarial
logistical chains, they can provide invaluable support
to European forces and increase their operational
range, especially compared to legacy means. Boths
sides in Ukraine used space for SATCOM, ISR and
PNT. Commercial satellite imagery and declassified
ISR provided an early warning of Russia’s invasion
and improved battlefield transparency.

Russia’s military SATCOM remain weak and
outdated. Most are past their service life, while
civilian systems like Gonets, Express and Yamal also
suffer from low bandwidth and high latency. In 2026,
the Russian aerospace company Bureau 1440 plans
to launch a pilot project to provide communications
via low-Earth-orbit satellites. By the end of 2030, the
Bureau 1440 constellation is planned to reach 292
operational satellites, with a total of 383 launches,
including 91 replacements for failed units.™%®

Smarter Spending Today, Safer Societies Tomorrow



After the 2014 invasion, Ukraine prioritised
space-focused ISR and SATCOM by contracting
both commercial and government providers for
satellite data. It started with volunteer-procured
Viasat terminals after 2014 that enabled Ukrainian
Kropyva and Delta software, which integrated drone
and satellite data into fire control and situational
awareness. In 2019, Ukraine gained access to the
EU’s Copernicus Sentinel data, and in 2021, it secured
a contract with South Africa’s Dragonfly Aerospace
for additional remote sensing. Maxar, Planet Labs,
Capella and BlackSky supplied critical imagery, with
BlackSky even adjusting satellite orbits to maximise
Ukraine coverage and deliver data within 24 hours of
launch. HawkEye 360 provided a unique capability
by detecting and geolocating radio-frequency
emissions, helping Ukraine track Russian jamming
and target associated forces. ICEYE's data allowed
Ukraine to locate over 7,000 Russian military sites
and confirm the destruction of hundreds of assets,
including fighters and missile launchers. In 2024,
ICEYE and Ukraine’s Ministry of Defence formalised
cooperation to expand data use and restrict Russian
access.’”

The rapid adoption of SpaceX’s Starlink by spring
2022 significantly augmented Ukrainian SATCOM.
Starlink illustrated both its unique value and risks
of depending on private firms, especially where
governance is based on ad hoc arrangements rather
than contracts.’ This is why Ukraine is planning to
develop national SATCOM with European partners,
including Luxembourg's SES, Spain's Hisdesat, the
UK's Viasat and the French-British Eutelsat/OneWeb,
by end of 2030.™

Unlike Russia’s difficulties with upgrading its
SATCOM and ISR, Moscow made improved use of
PNT-enabled weapons in an attempt to overcome
GNSS jamming, coupled with incremental upgrades
to GLONASS. Moscow demonstrated its resilience
in developing precision strike capabilities and
reliance on diversified guidance systems, such as
inertial navigation and terrain matching. Russia has
strengthened its GLONASS system by launching
its final GLONASS-M satellite in 2022 and its first
GLONASS-K2 in 2023, expanding the reliance on
its domestic capability. Similarly to Russian EW
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systems disrupting Western GPS-guided munitions,
Ukrainian forces tried to jam Russian drones and
munities by exploiting their GNSS reliance. Yet, this
reinforced the technological race for developing
new disruption-resistant PNT technologies, such as
in Russia’s new jet-powered Geran-3 OWA drones.™?

Europe’s autonomy in space is evaluated as limited.
When it comes to cheaper satellites in low orbit, the
market is dominated by SpaceX, which was able
to cut down costs due to its reusable rockets.’3
Europe’s potential response to SpaceX’s Starlink is
the IRIS? Satellite Constellation, which envisages
having more than 290 satellites entering into service
only after 2031."% However, the EU possesses
some competitive capabilities when it comes to
large satellites in geostationary orbit. The EU also
owns and operates the space assets Galileo and
Copernicus for PNT and ISR, respectively.’ Thirdly,
the EU also possesses some technical assets
in space capabilities, including an independent
launch site.’® However, the EU lacks autonomous
capabilities that can aggregate various space,
EW and cyber data and make it swiftly useable in
warfare, similar to sensing by the airborne warning
and control system (AWACS) to complement it.""”

The resilience of space capabilities is evaluated as
moderate. As space capabilities rely on information
systems, they are susceptible to cyberattacks.
However, the adoption of cybersecurity requirements
can help mitigate such attacks and recover from
cyber incidents. The proposed European Space
Act establishes such a sector-specific mitigation
framework for cyberattacks that can enhance
resilience if implemented across military space
capabilities.””® EW attacks could also disrupt
space capabilities. According to the International
Telecommunications Union (ITU), Russia has been
using EW to disrupt European satellites.” Finally
anti-satellite weapons also threaten the resilience
of space capabilities. This raises the importance
of redundance in space capabilities, including
through the use of civilian/dual-use devices, similar
to Starlink, that can create additional value layers if
one or several other options are offline.’?°

Smarter Spending Today, Safer Societies Tomorrow



The ability of the EU to scale its space capabilities is
limited. The delay in the IRIS? Satellite Constellation,
which was initially intended to be operational by
2027, indicates the existence of constraints in the
scalability of space assets given the current state
of EU affairs. Regulatory constraints have also
partly contributed to slowing down private sector
efforts, such as the Space Alliance, which the
European companies Leonardo, Thales and Airbus
are exploring.™

Coherence in space capabilities is substantial. The
third Joint EU-NATO Declaration in 2023 identified
space as a field where two institutions were aiming
to expand and deepen their collaboration. Tensions
between member states and efforts to promote
national interests have not yet had any concrete
impact on EU-wide efforts but point to potential
issues in coherence in the short to medium term.'22

Cross-cutting enablers

Europe’s defence technologies also depend on
three cross-cutting enablers — Al, quantum and
computing — that amplify both conventional and
digital capabilities. Al can harden cyber/C4ISR,
speeds up target discovery and decision loops,
counters jamming, and increasingly powers drones.
In space, Al-driven autonomy and big-data analytics
pull faster insights from ISR and improve tasking,
targeting and logistics. Quantum is both a risk and
an opportunity: it threatens classical cryptography
and enables superior PNT and sensing under GNSS
jamming. All of this rests on computers that power
ISR fusion, R&D and Al training/fielding. Secure
access to processors, sensors and cloud capacity
is becoming a strong determinant of deterrence and
resilience.

Artificial intelligence (Al)

Alcanbeviewedasaforcemultiplierindigitaldefence
applications, increasing European deterrence and
technological resilience. Importantly, there is no
single answer to whether Al will single-handedly
provide strategic advantages to the offensive or
defensive side.®
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When it comes to cyber warfare capabilities, Al
can act as a double-edged enabler. Binding cyber
and cloud with Al (including synthetic data) can
harden C4ISR and real-time operations.'?* Moreover,
using Al can accelerate network mapping/target
identification from intercepts and make decision-
making faster for commanders.’?® Al is empowering
both offensive actors with accelerated speed of
cyberattacks and defensive cyber capabilities by
reducing the time to detect, respond and recover
from an attack.'%

Emerging applications of Al are also found in EW,
where its use has emerged to help prepare and equip
radio-frequency systems against sophisticated
adversaries.'” Al can counter jamming, by giving
missiles Al-enabled visual terminal guidance to
bypass EW and boost PGM lethality.'?

For space, Al-enabled autonomy may offer a leap
in capabilities in the near future.’?® Related to Al,
big data analytics enabled conventional and digital
defence capabilities through the extraction of useful
insights from large amounts of data, including
space-enabled ISR, making more timely decisions.’
For example, the integration of the US Department
of War's Project Maven with Palantir technologies
enhances battlefield awareness, targeting and
logistics though using Al and computer vision to
process vast amounts of military data.’™ Similarly,
the integration of Al into French Caesar artillery
pieces could provide a 30% saving in ammunition.™2

In drone systems, Al enables semi- or fully
autonomous uses,”™® as well as the possibility
of swarm technologies, especially under drone-
saturated, EW-heavy skies.’® While such systems
are not officially deployed at scale, there's evidence
to suggest they have been used in limited scenarios.
As one interviewee mentioned, Ukraine has 20-25
firms adding narrow Al (EW-resistance, fallback
guidance) to drones but is highly sceptical of swarm
scenarios.’® In the Russian-Ukrainian war, both sides
use Al to process massive volumes of drone videos,
with algorithms detecting artillery or hidden units
more efficiently than humans. These capabilities rely
on big-data systems, such as Ukraine’s cloud-based
platforms that fuse drone, satellite and radar inputs
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to prioritise threats.™® Currently, both countries are
rushing to develop “smart drone brains” that add
functions like obstacle avoidance, target tracking
and precision strikes even under jamming."’

Al also poses risks to the broader defence sector.
The outputs of Al systems are shaped by data that
can often embed human and societal biases.'® In
the context of defence, this issue can exacerbate
unfair and discriminatory targeting during military
operations. Al tools can also be used to spread
disinformation through the generation of deep fake
content that involves military and political leaders
and the distortion of narratives regarding the
situation on the battlefield.’

Quantum

Quantumtechnologyisanemergingfield thatexploits
the principles of quantum physics.*® Advancements
in quantum computing pose a threat to classical
cryptography, which underpins the current methods
of cybersecurity.’*" Experts predict that the first
breaches of encryption methods by quantum
computers might materialise by 2030.'? However,
the EU’s Cybersecurity Agency (ENISA) argues that
the development of the first fully functional large
quantum computer will not be publicly announced,
meaning that vulnerabilities in current defence
capabilities must be addressed as soon as possible.
The most promising solutions to this challenge
are either quantum cryptography, which leverages
quantum mechanics to transmit data in a secure
way, or post-quantum cryptography, which focuses
on developing new quantum-resistant algorithms.™®

In the mid to long term, quantum computing can
enable much higher data-processing power to aid
sensing/targeting.’* Quantum technologies can
make better PNT and higher-sensitivity sensors,
improving navigation/targeting resilience from cold-
atom inertial sensors and next-generation atomic
clocks that maintain precise position/weapon
guidance when GNSS is jammed or spoofed.’®
However, direct quantum-enhanced weapon
seekers or radars are very far from the current level
of technological development.
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Computing

Computing refers to information processing
technologies, such as traditional microprocessors
and specialist chips, such as graphical processing
units. It also refers to cloud computing, which can
scale the availability of computing power and deliver
on-demand services.

Computing underpins many other conventional
and digital capabilities. Both experts and industry
representatives agree that strong computing is the
backbone of “digital” pillars: intelligence gathering
from drones or space capabilities; data transmission;
data processing; real-time storage; and in-cloud
analysis.™® High-performance computing (HPC) is
also centralto R&D efforts, includingin aerodynamics
propulsion and thermal management for hypersonic
weapons.™ Finally, computing is a prerequisite for
the development and fine-tuning of Al models that,
in turn, enable a series of conventional and digital
capabilities.

Both Russia and Ukraine depend on advanced
microprocessors and electronics for drones and
precision weapons, making global supply chains
a hidden battlefield factor. Export controls since
2022 have forced Russia to rely on smuggling and
repurposing commercial chips, while Ukraine’s
programs also depend on Western and Asian
electronics. For example, Ukraine uses British/
Taiwanese Raspberry Pi-class processors in their
equipment. Similarly, sensor fusion/database
management solutions like Palantir or Ukrainian
applications like Delta, Kropyva, Vezha and Ochi
also rely on computing power and benefit from
faster processing. Therefore, the technological edge
lies with the side able to secure better processors
and sensors. By 2023, Ukraine’s access to Western
computing power and Al chips likely gave it an
advantage.® However, most of these chips are
produced in non-European countries, limiting
European autonomy and underscoring the value of
having reliable partnerships with the chip-producing
countries.
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Capability

Deterrence

Table 1. Net assessment of defence capabilities.

Autonomy

Scalability

Resilience

Coherence

Weighted Score

Drones Decisive Limited Substantial Limited Moderate

Cyber Marginal Limited Moderate Substantial Substantial 2.45
warfare

EW Moderate Marginal Limited Limited Limited 2.05
Space Decisive Limited Limited Moderate Substantial 3.30
capabilities

Average 3.75 1.75 2.75 2.75 3.25

score

Weight 0.3 0.25 0.15 0.2 0.1

AREAS FOR IMPROVEMENT

Our analysis (Table 1) shows that in a potential
Eastern-flank fight against Russia — marked by
dense air defence coverage, heavy GNSS spoofing/
jamming from Kaliningrad/Belarus, mass OWA
drones/glide bombs and persistent cyber pressure

on C2/logistics —
éé

Investing in unmanned systems and
space/communications provide the
strongest current deterrent effects for
the European military posture in the
region.

44

Drones already raise Russian operational costs in
Ukraine but remain fragile under EW and munitions
attrition, with limited autonomy in production and
moderate coherence between member states
and within the armed forces. Space assets enable
targeting and communications continuity across
battlespace and score decisively on deterrence,
but European autonomy is also limited, while their
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resilienceis only moderate given cyber exposure. The
scalability of space is also limited due to significant
technological investments and production costs,
while coherence is substantial due to mature NATO/
EU norms.

Cybersecurity is primarily an enabler rather than
a stand-alone cost-imposer: its direct deterrence
is marginal, but EU resilience and cross-border
coherence are substantial with limited autonomy and
moderate scalability. EW sits at moderate deterrence
but suffers from limited resilience, limited scalability
and marginal autonomy, while doctrinal gaps
maintain limited coherence. Therefore, Europe’s
near-term strength lies in drone- and space-enabled
denial/punishment under the contested spectrum,
while cyber defences will keep availability high.
EW remains the weakest pillar relative to massive,
pervasive-spectrum Russian operations.

We suggest several areas for improvement that
can improve European defence. Firstly, we propose
improving the European technology base. Then we
suggest potential pathways for changing public
procurement processes. Finally, we propose options
for joint purchasing and protecting the digital
backbone of European defence.
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Strengthen Europe’s technology base

European autonomy is assessed as being low
across the families of digital defence capabilities.
Europe’s limited capabilities in the applications of
digital technologies in defence are closely linked to
its limited capabilities in the civilian domain. The EU
is overall dependent on others for 80% of its digital
products, services and infrastructure.® This has
prompted European leaders to call for a “sovereign
digital transition” in October 2025. In both the civilian
and defence domains, the EU is faced with risks of
dependencies, as well as limitations in scale and
further innovation capacity.'°

éé

European autonomy is assessed as
being low across the families of digital
defence capabilities.
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As a result, the EU should seek to strengthen its
broader techno-industrial base and, at the same
time, enhance civil-defence cross-fertilisation. This
would promote smarter spending in two ways.
Firstly, it holds the potential to increase the EU’s
GDP by stimulating cross-sectoral cooperation,
investments and industrial growth.’™ Secondly, it
would enable smarter spending, through access to
new innovative products and services. For example,
in the USA, commercial companies like SpaceX
have demonstrated the ability to deliver cost-cutting
capabilities to the Department of Defence.

In this regard, the establishment of a “28th regime” of
corporate law that would allow European technology
companies to scale faster and more effectively is
critical.”™? President von der Leyen referenced the
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28th regime in her 2025 State of the Union address.
However, swift and effective implementation is
needed for the EU to reap the benefits in defence
innovation. Unlocking investments for European
technology companies is also critical, including
later-stage funding for start-ups.”® Mobilising
institutional investors will be key, as well as unlocking
domestic savings.’™ Finally, the EU will need to
attract high-tech talent to fill in the anticipated gaps.
The restrictive policies of US administrations with
respect to skilled workers presents an opportunity
for European action.™®

Reform public procurement processes

Europe has strong civilian tech funded by Horizon
and Digital Europe, but too little reaches units in
the field. Traditional processes that award defence
contracts within member states can be slow-moving
at best, and cumbersome at worst. This is an
approach at odds with the rapid development cycles
of commercial start-ups and negatively affects the
scalability, resilience and autonomy of Europe within
digital defence capabilities.

éé

Europe has strong civilian tech funded
by Horizon and Digital Europe, but too
little reaches units in the field.
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Instead, member states should examine establishing
alternative contracting processes that can cut down
acquisition timelines while avoiding lengthy reform
procedures.”™ A simple “handover rule” could
require any project with defence potential, funded
by Horizon Europe or Digital Europe, to file an EDF/
EDIP plan for prototyping, trials and certification,
with access to shared test ranges and computing.

The EU can consider discussing a NATO-EU pact
that would share NATO industrial standards with
the EU and empower Brussels to enforce them. This
can reduce incompatibilities, even across identical
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platforms, and simplify cross-border procurement.
A disclosure-and-enforcement deal would cut prices
and raise interoperability across Europe.

Additionally, the US Defence Innovation Unit (DIU)
was able to accelerate procurement of critical
technologies developed by non-traditional vendors
and award prototype agreements in as little as 60-90
days. The UK’s RAF Rapid Capabilities Office fields
digital/ISR capabilities quickly,’”®” and Ukraine’s
BRAVE1 platform fast-tracks battlefield-driven
robotics and EW solutions into service.™® Europe’s
defence procurement authorities should consider
setting up similar structures that would attract
more founders to build defence-relevant products.
Following the DIU’'s example, Europeans could also
commit to completing a prototype project with
innovators within 12-24 months.

Scale through joint purchasing and
guaranteed supply

T Today, each member state often buys alone, which
raises prices and slows delivery. The EU should
learn from its developments in non-digital defence
technologies. European politicians can consider
coordinating multi-year joint purchases as the
default for items like drone parts, counter-drone kits,
sensors and secure communications, using EDIP/
EDF, and apply the same technical specifications
across participants. NATO allies already do this at
scale: through the NATO Support and Procurement
Agency (NSPA), allies have co-ordered large lots of
155 mm ammunition and air-defence items, pooling
demand to cut costs and speed up delivery. EU
funds can cover administrative overheads to scale
joint orders, while member states place final orders.

éé

Today, each member state often buys
alone, which raises prices and slows
delivery.

44
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To avoid production disruptions in a crisis, European
politicians can consider supporting security-of-
supply arrangements among producing states, so
parts and finished systems move quickly across
borders under the Defence Transfers Directive.™®
Nordic countries are also moving to joint purchases
of artillery shells, giving more proof that “buying
together” lowers risk and price. The USA likewise
uses multi-year munitions contracts to give industry
predictable demands for surge capacity.

Protect the digital backbone

Deterrence now depends on resilient data links and
software. The EU should fully implement NIS2 and
the Critical Entities Resilience (CER) Directive across
defence supply chains and cloud providers, while
prioritising a sovereign-compliant cloud for C2 and
intelligence. For resilient connectivity, onboarding
IRIS2/GOVSATCOM provides secure SATCOM for
multinational operations; for processing power, the
EU Chips Act and EuroHPC help guarantee access
to modern processors and HPC. These steps reduce
outage risks; keep systems interoperable; and ensure
Al, drones, EW and space services keep working

under stress.
éé

Deterrence now depends on resilient
data links and software.

44
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CONCLUSION

Europe’s security environment is becoming worse and
more dynamic than before. Recent studies show that
Russia is rapidly rebuilding its land forces, supported
by unmanned-systems troops. Our assessment
shows that investments in unmanned systems and
space/communications offer the strongest near-term
deterrent on the Eastern flank, but Europe’s autonomy
in these technologies is low and resilience uneven,
especially against Russia’s scale and pervasive EW.
Cyber technologies are an enabler that keeps forces
connected and services available under cyberattacks
and disruptions. EW remains the weakest pillar
relative to Russian capabilities. Therefore, Europe can
raise adversary costs now, but only if it closes critical
gaps in drone production, EW and secure data links.

éé

The path forward is practical and
affordable: spend smarter by
making defence an integral part of
civilian technological and research
development.
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The path forward is practical and affordable: spend
smarter by making defence an integral part of
civilian technological and research development.
Europe can afford to improve its technology base
and navigate its competitively advantageous
human capital, so that fewer military capabilities
will depend on non-EU suppliers. By reforming
procurement, civilian innovation will reach units
quickly, while procuring common items and spare
parts together would cut cost and expedite delivery.
Lastly, constantly hardening the digital backbone
will help drones, EW and C2 keep working in a
crisis. Therefore, European defence efforts should
realise their enormous potential by integrating
modernisation with civilian developments. These
steps would increase deterrence, strengthen
autonomy and improve resilience without locking
Europe into single platforms or symbolic targets.
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Topics for further research

This policy brief cannot comprehensively answer
all the questions related to the modernisation of
European digital defence technologies. Moreover,
solutions to some of the issues rely on solving the
bottlenecks in other, non-digital or non-technical
areas. Over the course of this research, we
identified several questions that both impacted the
development of digital defence capabilities and their
application.

Firstly, manpower. The EU has a larger population
than Russia but generating mass, especially under
continuous attrition, is difficult under current political
and socio-economic circumstances. Still, there must
be humans who will be able to use the technology,
which is naturally damaged during warfighting.
Therefore, the question of introducing bigger and
better educated reserves — capable of deploying in
a swift manner — supported by resilient production,
logistics and emergency healthcare infrastructure
is key. This question should be high on the political
agenda.

Secondly, integrating diverse military and
administrative cultures. All the experts interviewed
for this policy brief doubted that there would be
a common European army akin to the army of a
single nation state. The most likely scenario is the
development of “European armies”, supplied and
commanded by national administrations. Member
states have different military cultures and public
administration traditions. Therefore, ensuring that
this diversity in civil-military relations transforms
into an asset and not a bottleneck during a potential
crisis should be high on the political agenda. Overall,
improvementsinthis areawould have positive knock-
on effects for European cohesion and integration
during peacetime as well.

Thirdly, integrating differences in threat perception
between member states came up as a potential
issue for developing common European defence
technologies. Therefore, our proposal to anchor
the development of military technologies in the
civiian economy and improve pan-European
procurement processes can potentially overcome
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political challenges that stem from the differences
in the perception of Russia and European security.
Exploring further how to minimise the trade-off
between civilian economic development and
defence technological production would be helpful
to enable a political environment conducive to
coordinated and joint European defence.

Lastly, future research should examine how
EU regulations can keep defence technologies
compliant with the EU's human-rights law and
international humanitarian law.'®® The risks include
discrimination by Al systems, failures of attribution
and accountability in the use of autonomous
weapons, and weak audit trails for battlefield
decision support.’' Policymakers should mandate
clear human-in-the-loop controls and require
incident logging for post-hoc review. Studies should
investigate how procurement rules can embed
safeguards by design and tie funding to transparency
and verifiable risk mitigation. This agenda would
align capability development with legal obligations
while reducing strategic, ethical and reputational
blowback.

23
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ANNEX
1. CRITERIA

The study team integrates the analysis of capabilities
based on the weighted attribution of scores to each
criteria mentioned below. We use the following
weighting scheme:

deterrence: 30/100;
autonomy 25/100;
resilience: 20/100;
scalability: 15/100; and
coherence 10/100.

arLOdN =

The criteria were derived from FEPS's study
questions and then operationalised. The deterrent
value carries the highest weight given its near-term
relevance in today’s security environment. Strategic
autonomy ranks second, reflecting shifts in Europe’s
ties with the USA and China’s role in defence
technologies. Resilience sits in the middle and
captures the production ability and the capability to

l. Deterrence

withstand combat stress and disruption. Scalability
follows and measures the capacity to generate mass
at speed and cost. Coherence rounds out the set and
evaluates interoperability, standards alignment and
regulatory fit.

Each study question was scored on a five-point
scale against the relevant criterion: 1 = marginal;
2 = limited; 3 = moderate; 4 = substantial; and 5
= decisive. Scores reflect documented or well-
supported effects of the capability. For example, if
a drone system decisively disrupts Russian ISR, it
received 5 for the pertinent criterion.

Due to the scope of this policy brief, it cannot
comprehensively overview the full spectrum of
defence capabilities or provide adetailed assessment
of each selected capability. However, the analysis can
be useful for policymakers, struggling to understand
how to assess the ever-evolving families of defence
technologies, as well as in the debate about the
prioritisation of specific defence technologies.

Which of the selected capabilities most raises adversary costs today in the European theatre, and by what

demonstrated mechanism?

No Study question Operationalisation Weight
1.1. To what extent does the technology increase Documented ability to degrade/disrupt
Russia’s expected operational costs from Russian ISR/C2 and logistical chains
aggression (deterrence by denial)?
30

1.2 Does it extend the EU's reach into domains
where Russia holds a disadvantage
(deterrence by punishment)?

Increase in operational range/reach
compared to legacy means

24

Smarter Spending Today, Safer Societies Tomorrow




Il. Autonomy

What are the top three EU dependency risks that can block rapid adoption? Can they be mitigated in-house?

No Study question Operationalisation Weight
2.1. Does adoption strengthen European Defence Proportion of life-cycle costs spent

Technological Industrial Base (EDTIB) within EU;

autonomy or deepen reliance on non-EU

partners? Qualitative assessment of 25

dependency on non-EU suppliers;

Supplier concentration

I1l. Resilience

Under-estimated Russian pressure, what availability/uptime should European forces expect from each capability

based on public evidence?

No Study question Operationalisation Weight
3.1. How does the technology maintain European Service availability/uptime under
operational effectiveness under sustained duress (cyber/EW);

attack or disruption?
Time-to-restore after disruption

. 20
reported in expert sources;

Existence of redundant paths
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IV. Scalability

With current EU frameworks, how quickly could member states multiply the capacity for each
capability without new factories or laws?

4.1.

Study question

Can the production of the capability
expand rapidly under existing regulatory,
budgetary, or interoperability constraints
while preserving its impact and
contribution to European autonomy?

Operationalisation

Expected challenges with boosting
fielded capacity given current state
of EU affairs;

Unit-cost trend at higher volumes;

Autonomy risks

Weight

15

V. Coherence

What is the strongest interoperability/legal challenge to cross-border deployment?

Study question

Operationalisation

technologies coherent with European and
international standards, including defence
doctrines and political priorities?

NATO standards;

Qualitative assessment of the
alignment with EU norms

Weight

5.1. To what extent can the technologies Doctrinal interoperability judged by
generate synergies and/or compensate policy documents and experts
possible trade-offs among them?

5.2. To what extent is the development of these Regulatory compliance with EU/ 10

26
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2. ANALYTICAL APPROACH AND
METHODOLOGY

A two-step analytical approach was deployed:

1)

2)

We analysed the use of current and
emerging defence capabilities in the Rus-
so-Ukrainian war and the existing gaps in
European defence capabilities.

We studied what targeted investments
in European defence could deliver a for-
ce multiplier effect to existing European
defence technology and deliver an asym-
metric advantage over Russian develo-
ping military capabilities.

Methodology

Desk research

Analysis of reports and studies on the
technological innovations in cyber war-
fare, SATCOM, EW and drones, and their
application in the full-scale invasion of
Ukraine and other contexts.

Analysis of reports on the current state
of European and Russian defence pro-
duction with a particular focus on emer-
ging and digital technologies.

Interviews

The study team conducted 14 interviews with
representatives of FEPS, the European Parliament,
industry and independent experts. The interviews
were semi-structured with a list of questions derived
from the study questions and adapted to each
particular group.

O© 0 N & o &~ W N
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Organisation

Industry Helsing
Industry Airbus
Industry Delian Alliance Industries
Industry European Parliament
Industry NVISO/DIGITAL EUROPE
Experts Carnegie Europe
Experts EUISS
Experts CNA
Experts Carnegie Endowment
Experts Globsec

FEPS FEPS

FEPS FEPS

FEPS FEPS

Policy European Parliament
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